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1. Give the difference between active attack and passive attack. 

Active attacks involve some modification of the data stream or the creation of a false stream 

and can be subdivided into four categories: masquerade, replay, modification of messages, and 

denial of service. 

Passive attacks are in the nature of eavesdropping on, or monitoring of, transmissions. The 

goal of the opponent is to obtain information that is being transmitted. Two types of passive 

attacks are release of message contents and traffic analysis. 

2. Define the cryptanalysis and cryptography 

Cryptology is the study of techniques for ensuring the secrecy and/or authenticity of information. 

The two main branches of cryptology are cryptography, which is the study of the design of such 

techniques; and cryptanalysis, which deals with the defeating such techniques, to recover 

information, or forging information that will be accepted as authentic. 

3. Differentiate symmetric and asymmetric encryption? 

Symmetric Encryption Asymmetric Encryption 

It is a form of cryptosystem in which 

encryption and decryption performed using 

the same key. 

It is a form of cryptosystem in which 

encryption and decryption 

Performed using two keys. 

Eg: DES, AES  Eg: RSA, ECC 

4. What is brute force attack? 

The attacker tries every possible key on a piece of ciphertext until an intelligible translation into 

plaintext is obtained. On average, half of all possible keys must be tried to achieve success. 

5. Compare stream cipher with block cipher with example. 

A stream cipher is one that encrypts a digital data stream one bit or one byte at a time. Examples 

of classical stream ciphers are the autokeyed Vigenère cipher and the Vernam cipher.  

A block cipher is one in which a block of plaintext is treated as a whole and used to produce a 

cipher text block of equal length. Typically, a block size of 64 or 128 bits is used. Example: 

DES. 
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6. Compare Substitution and Transposition techniques. 

A substitution techniques is one in which the letters of plaintext are replaced by other letter or by 

number or symbols. Eg: Caeser cipher. 

Transposition techniques means, different kind of mapping is achieved by performing some sort 

of permutation on the plaintext letters. Eg: DES, AES. 

7. Define Diffusion & confusion. 

Diffusion: 

It means each plaintext digits affect the value of many cipher text digits which is equivalent to 

each cipher text digit is affected by many plaintext digits. It can be achieved by performing 

permutation on the data. It is the relationship between the plaintext and cipher text. 

Confusion: 

It can be achieved by substitution algorithm. It is the relationship between ciphertext and key. 

8. Explain Avalanche effect. 

A desirable property of any encryption algorithm is that a small change in either the plaintext or 

the key produces a significant change in the ciphertext. In particular, a change in one bit of the 

plaintext or one bit of the key should produce a change in many bits of the ciphertext. If the 

change is small, this might provider a way to reduce the sizeof the plaintext or key space to be 

searched. 

9. Give the five modes of operation of Block cipher. 

 Electronic Codebook(ECB) 

 Cipher Block Chaining(CBC) 

 Cipher Feedback(CFB) 

 Output Feedback(OFB) 

 Counter(CTR) 

10. What are the design parameters of Feistel cipher network? 

 Block size 

 Key size 

 Number of Rounds 

 Sub key generation algorithm 

 Round function 

 Fast software Encryption/Decryption 

 Ease of analysis 
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11. What is Data Encryption Standard? 

In Data Encryption Standard, data are encrypted in 64-bit blocks using a 56-bit key. The 

algorithm transforms 64-bit input in a series of steps into a 64-bit output. The same steps, with 

the same key, are used to reverse the encryption. 

12. What is the use of S boxes? 

S box can have different number of inputs and outputs. The input to S box could be an n-bit 

word but the output can be a m-bit word where m and n are not necessarily the same. 

13. What are the criteria for the design of s boxes? 

 No output bit of any S-box should be too close a linear function of the input bits. 

Specifically, if we select any output bit and any subset of the six input bits, the fraction of 

inputs for which this output bit equals the XOR of these input bits should not be close to 

0 or 1, but rather should be near 1/2. 

 Each row of an S-box (determined by a fixed value of the leftmost and rightmost input 

bits) should include all 16 possible output bit combinations. 

 If two inputs to an S-box differ in exactly one bit, the outputs must differ in at least two 

bits. 

 If two inputs to an S-box differ in the two middle bits exactly, the outputs must differ in 

at least two bits. 

 If two inputs to an S-box differ in their first two bits and are identical in their last two 

bits, the two outputs must not be the same. 

 For any nonzero 6-bit difference between inputs, no more than 8 of the 32 pairs of inputs 

exhibiting that difference may result in the same output difference. 

14. Why do some block cipher modes of operation only use encryption while others use both 

encryption and decryption? 

Some block cipher modes of operation only use encryption because the input is set to some 

initialization vector and the leftmost bits of the output of the encryption function are XORed 

with the first segment of plain text p1 to produce the first unit of cipher text C1 and it is 

transmitted. While in decryption, the cipher text is XORed with the output of the encryption 

function to produce the plain text. 

15. What is a meet-in-the-middle attack? 

It is based on the observation that, if we have C=Ek2[Ek1[P]] Then X=Ek1[P]=Dk2[C] 

Given a known pair, (P,C), the attack proceeds as follows. First, encrypt P for all 256 possible 

values of K1. Store these results in a table and then sort the table by the values of X. Next, 

decrypt C using all 256 possible values of K2. As each decryption is produced, check the result 

against the table for a match. If a match occurs, then test the two resulting keys against a new 

known plaintext-ciphertext pair. If the two keys produce the correct ciphertext, accept them as 

the correct keys. 
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1. List out four general categories of schemes for the distribution of public key 

 Public announcement 

 Publicly available directory 

 Public-key authority 

 Public-key certificates 

2. What are the elements of Publicly Available Directory? 

 The authority maintains a directory with a {name, public key} entry for each participant. 

 Each participant registers a public key with the directory authority. Registration would have 

to be in person or by some form of secure authenticated communication. 

 A participant may replace the existing key with a new one at any time, either because of the 

desire to replace a public key that has already been used for a large amount of data, or 

because the corresponding private key has been compromised in some way. 

 Participants could also access the directory electronically. For this purpose, secure, 

authenticated communication from the authority to the participant is mandatory. 

3. What is a meet-in-the-middle attack? 

It is based on the observation that, if we have C=Ek2[Ek1[P]] Then X=Ek1[P]=Dk2[C] 

Given a known pair, (P,C), the attack proceeds as follows. First, encrypt P for all 256 possible 

values of K1. Store these results in a table and then sort the table by the values of X. Next, 

decrypt C using all 256 possible values of K2. As each decryption is produced, check the result 

against the table for a match. If a match occurs, then test the two resulting keys against a new 

known plaintext-ciphertext pair. If the two keys produce the correct ciphertext, accept them as 

the correct keys. 

4. What are the principle elements of a public key cryptosystem? 

Plaintext: This is the readable message or data that is fed into the algorithm as input. 

Encryption algorithm: The encryption algorithm performs various transformations on the 

plaintext. 
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Public and private keys: This is a pair of keys that have been selected so that if one is used for 

encryption, the other is used for decryption. The exact transformations performed by the 

algorithm depend on the public or private key that is provided as input. 

Ciphertext: This is the scrambled message produced as output. It depends on the plaintext and 

the key. For a given message, two different keys will produce two different ciphertexts. 

Decryption algorithm: This algorithm accepts the ciphertext and the matching key and 

produces the original plaintext. 

5. What are roles of public and private key? 

The two keys used for public-key encryption are referred to as the public key and the private 

key. Invariably, the private key is kept secret and the public key is known publicly. Usually the 

public key is used for encryption purpose and the private key is used in the decryption side. 

6. Specify the applications of the public key cryptosystem? 

The applications of the public-key cryptosystem can classified as follows 

 Encryption/Decryption: The sender encrypts a message with the recipient’s public key. 

 Digital signature: The sender “signs” a message with its private key. Signing is achieved by a 

cryptographic algorithm applied to a message or to a small block of data that is a function of 

the message. 

 Key Exchange: Two sides cooperate to exchange a session key. Several different approaches 

are possible, involving the private key(s) of one or both parties. 

7. What are the essential steps in public key cryptosystem? 

 

 Each user generates a pair of keys to be used for the encryption and decryption of messages. 

 Each user places one of the two keys in a public register or other accessible file. This is the 

public key. The companion key is kept private. 

 If Bob wishes to send a confidential message to Alice, Bob encrypts the message using 

Alice's public key. 

 When Alice receives the message, she decrypts it using her private key. No other recipient 

can decrypt the message because only Alice knows Alice's private key. 

8. What is a public key certificate? 

The public key certificate is that used by participants to exchange keys without contacting a 

public key authority, in a way that is as reliable as if the keys were obtained directly from the 

public-key authority. Each certificate contains a public key and other information, is created by a 

certificate authority, and is given to a participant with the matching private key. 

9. What is a one way function? 

One way function is one that map the domain into a range such that every function value has a 

unique inverse with a condition that the calculation of the function is easy where as the 

calculations of the inverse is infeasible. 
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10. Differentiate public key and conventional encryption 

Conventional Encryption Public Key Encryption 

Needed to Work: 

 The same algorithm with the same key is 

used for encryption and decryption. 

 The sender and receiver must share the 

algorithm and the key 

Needed to Work: 

 One algorithm is used for encryption and 

decryption with a pair of keys, one for 

encryption and one for decryption. 

 The sender and receiver must each have 

one of the matched pair of keys (not the 

same one). 

Needed for Security: 

 The key must be kept secret. 

 It must be impossible or at least 

impractical to decipher a message if no 

other information is available. 

 Knowledge of the algorithm plus samples 

of ciphertext must be insufficient to 

determine the key. 

Needed for Security: 

 One of the two keys must be kept secret. 

 It must be impossible or at least 

impractical to decipher a message if no 

other information is available. 

 Knowledge of the algorithm plus one of 

the keys plus samples of ciphertext must 

be insufficient to determine the other key. 

11. What is essential ingredient of the public key directory? 

The essential ingredient of the public key is as follows: 

 The authority maintains a directory with a {name, public key} entry for each participant 

 Each participant registers a public key with the directory authority. Registration would have 

to be in person or by some form of secure authenticated communication. 

 A participant may replace the existing key with a new one at a time ,either because of the 

desire to replace a public key that has already been used for a large amount of data, or 

because the corresponding private key has been comprised in some way. 

 Periodically, the authority publishes the entire directory or updates to the directory. For 

example, a hard-copy version much like a telephone book could be published, or updates 

could be listed in a widely circulated newspaper. 

 Participants could also access the directory electronically. For this purpose, secure, 

authenticated communication from the authority to the participant is mandatory. 

12. State fermats’s theorem 

Fermat's theorem states the following: If p is prime and a is a positive integer not divisible by p, 

then 

a
p-1≡ (1 mod p) 

13. State Euler and Euler Totient function 

Euler's theorem states that for every a and n that are relatively prime: 

a
φ(n) ≡1 (mod n) 
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Euler's totient function denoted by φ (n) is  defined as the number of positive integers less than n 

and relatively prime to n. By convention, φ (1) = 1. 

14. What ate properties of prime number? 

The first property is stated as follows: If p is prime and a is a positive integer less than p, then 

a
2
 mod p = 1 if and only if either a mod p = 1 or a mod p= 1 mode p = p 1. By the rules of 

modular arithmetic (a mode p) (a mode p) = a
2
 mod p. Thus if either a mode p = 1 or a mod p = 

1, then a
2
 mod p = 1. 

The second property is stated as follows: Let p be a prime number greater than 2. We can then 

write p 1 = 2
k
q, with k > 0 q odd. 

15. What is the primitive root of a number? 

We can define a primitive root of a number p as one whose powers generate all the integers from 

1 to p-1. That is p, if a is a primitive root of the prime number p then the numbers. 

16. Determine the gcd (24140,16762) using Euclid’s algorithm. 

We know, gcd(a, b) = gcd(b, a mod b) 

gcd(24140,16762) =gcd(16762,7378) 

gcd(7378,2006) =gcd(2006,1360) 

gcd(1360,646) =gcd(646,68) 

gcd(68,34) = 34 

gcd(24140,16762) = 34. 

 

17. What are the properties of modular arithmetic? 

 (a+ b) mod n=[(a mod n)+(b mod n)] mod n 

 (a-b) mod n=[(a mod n)-(b mod n)] mod n 

 (a* b) mod n=[(a mod n)*(b mod n)] mod n 

 (a+/b) mod n=[(a mod n)/(b mod n)] mod n 

18. Show how diffie hellman keyexchange is vulnerable to meet in the middle attack. 

1. Darth prepares for the attack by generating two random private keys XD1 and XD2 and 

then computing the corresponding public keys YD1 and YD2. 

2. Alice transmits YA to Bob. 

3. Darth intercepts YA and transmits YD1 to Bob. Darth also calculates K2 = (YA)
X

D2 mod q. 

4. Bob receives YD1 and calculates K1 = (YD1)
X

E mod q. 

5. Bob transmits XA to Alice. 

6. Darth intercepts XA and transmits YD2 to Alice. Darth calculates K1 = (YB)
X

D1 mod q. 

7. Alice receives YD2 and calculates K2 = (YD2)
X

A mod q. 
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At this point, Bob and Alice think that they share a secret key, but instead Bob and Darth share 

secret key K1 and Alice and Darth share secret key K2. All future communication between Bob 

and Alice is compromised in the following way: 

1. Alice sends an encrypted message M: E(K2, M). 

2. Darth intercepts the encrypted message and decrypts it, to recover M. 

3. Darth sends Bob E(K1, M) or E(K1, M'), where M' is any message. In the first case, 

Darth simply wants to eavesdrop on the communication without altering it. In the second 

case, Darth wants to modify the message going to Bob. 

19. State Euclid’s algorithm 

Euclid algorithm can find the greatest common divisor of two positive integers. The eucli’s 

algorithm is based on the two facts 

i. gcd(a,0)=a 

ii. gcd(a,b)=gcd(b,r) where r is the remainder of dividing a by b. 

Algorithm: 

r1← a; r2 ← b; 

while (r2 > 0) 

{ 

q←r1/r2; 

r ←r1-q*r2; 

r1←r2; r2 ← r1; 

} 

gcd(a,b) ←r1 

20. Define abelian group 

An abelian group G is denoted by {G, • }, is a set of elements with a binary operation, 
enoted by •, that associates to each ordered pair (a, b) of elements in G an element (a • b) 
in G, such that the following axioms are obeyed 

(A1) Closure: If a and b belong to G, then a • b is also in G. 

(A2) Associative: a • (b • c) = (a • b) • c for all a, b, c in G. 

(A3) Identity element: There is an element e in G such that a • e = e • a = a for all a in G. 

(A4) Inverse element: For each a in G there is an element a' in G such that a • a' = a' • a = e. 

(A5) Commutative: a • b = b • a for all a, b in G. 
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1. Define the classes of message authentication function 

Message encryption: The entire cipher text would be used for authentication. 

Message Authentication Code: It is a function of message and secret key produce a fixed 

length value. 

Hash function: Some function that map a message of any length to fixed length which serves as 

authentication. 

2. What you meant by hash function? 

Hash function accepts a variable size message M as input and produces a fixed size hash code 

H(M) called as message digest as output. It is the variation on the message Authentication code. 

3. What you meant by MAC? 

Message Authentication Code involves the use of a secret key to generate a small fixed-size 

block of data, known as a cryptographic checksum or MAC that is appended to the message. 

This technique assumes that two communicating parties, say A and B, share a common secret 

key K. When A has a message to send to B, it calculates the MAC as a function of the message 

and the key:MAC = C(K, M), where 

M = input message 

C = MAC function 

K = shared secret key 

MAC = message authentication code 

4. What is one way hash function? 

For any given value h, it is computationally infeasible to find x such that H(x) = h. This is 

sometimes referred to in the literature as the one-way property. It states that it is easy to generate 

a code given a message but virtually impossible to generate a message given a code. This 

property is important if the authentication technique involves the use of a secret value. The secret 

value itself is not sent; however, if the hash function is not one way, an attacker can easily 

discover the secret value. 

5. List the properties of a hash function 

A hash function H must have the following properties 

 H can be applied to a block of data of any size. 

 H produces a fixed-length output. 
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 H(x) is relatively easy to compute for any given x, making both hardware and software 

implementations practical. 

 For any given value h, it is computationally infeasible to find x such that H(x) = h. This is 

sometimes referred to in the literature as the one-way property. 

 For any given block x, it is computationally infeasible to find y ≠x such that H(y) = H(x). 

This is sometimes referred to as weak collision resistance. 

 It is computationally infeasible to find any pair (x, y) such that H(x) = H(y). This is 

sometimes referred to as strong collision resistance. 

6. What is a direct digital signature? 

The direct digital signature involves only the communicating parties (source, destination). It is 

assumed that the destination knows the public key of the source. A digital signature may be 

formed by encrypting the entire message with the sender's private key or by encrypting a hash 

code of the message with the sender's private key  

7. What are the properties of a digital signature? 

 It must verify the author and the date and time of the signature. 

 It must to authenticate the contents at the time of the signature. 

 It must be verifiable by third parties, to resolve disputes. 

8. List the requirements of  digital signature 

 The signature must be a bit pattern that depends on the message being signed. 

 The signature must use some information unique to the sender, to prevent both forgery and 

denial. 

 It must be relatively easy to produce the digital signature. 

 It must be relatively easy to recognize and verify the digital signature. 

 It must be computationally infeasible to forge a digital signature, either by constructing a 

new message for an existing digital signature or by constructing a fraudulent digital signature 

for a given message. 

 It must be practical to retain a copy of the digital signature in storage. 

9. What are the two approaches of digital signature? 

RSA APPROACH: In the RSA approach, the message to be signed is input to a hash function 

that produces a secure hash code of fixed length. This hash code is then encrypted using the 

sender's private key to form the signature. Both the message and the signature are then 

transmitted. The recipient takes the message and produces a hash code. The recipient also 

decrypts the signature using the sender's public key. If the calculated hash code matches the 

decrypted signature, the signature is accepted as valid. Because only the sender knows the 

private key, only the sender could have produced a valid signature. 

DSS APPROACH: The DSS approach also makes use of a hash function. The hash code is 

provided as input to a signature function along with a random number k generated for this 

particular signature. The signature function also depends on the sender's private key (PRa)and a 

set of parameters known to a group of communicating principals. We can consider this set to 

constitute a global public key (PUG). The result is a signature consisting of two components, 

labeled s and r. At the receiving end, the hash code of the incoming message is generated. This 

plus the signature is input to a verification function. The verification function also depends on 
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the global public key as well as the sender's public key (PUa), which is paired with the sender's 

private key. The output of the verification function is a value that is equal to the signature 

component r if the signature is valid. 

10. How a signature is created using DSS? 

To create a signature, a user calculates two quantities, r and s, that are functions of the public key 

components (p, q, g), the user's private key (x), the hash code of the message, H(M), and an 

additional integer k that should be generated randomly or pseudo randomly and be unique for 

each signing. 

11. List the design objectives for HMAC 

 To use, without modifications, available hash functions. In particular, hash functions that 

perform well in software, and for which code is freely and widely available. 

 To allow for easy replaceability of the embedded hash function in case faster or more secure 

hash functions are found or required. 

 To preserve the original performance of the hash function without incurring a significant 

degradation. 

 To use and handle keys in a simple way. 

 To have a well understood cryptographic analysis of the strength of the authentication 

mechanism based on reasonable assumptions about the embedded hash function. 

12. Differentiate Message Authentication Code and Hash function. 

MAC: In Message Authentication Code, the secret key shared by sender and receiver. The MAC 

is appended to the message at the source at a time which the message is assumed or known to be 

correct. 

Hash Function: The hash value is appended to the message at the source at time when the 

message is assumed or known to be correct. The hash function itself not considered to be secret 

13. What 4 requirements were defined by Kerberos? 

 Secure 

 Reliable 

 Transparent 

 Scalable 

14. What is the role of compression function in hash function? 

The hash algorithm involves repeated use of a compression function f, that takes two inputs 

and produce a n-bit output. At the start of hashing the chaining variable has an initial value that 

is specified as part of the algorithm. The final value of the chaining variable is the hash value 

usually b>n; hence the term compression. 
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1. What are the services provided by PGP services 

 Digital signature 

 Message encryption 

 Compression 

 E-mail compatibility 

 Segmentation 

2. Explain the reasons for using PGP? 

a) It is available free worldwide in versions that run on a variety of platforms, including 

DOS/windows, UNIX, Macintosh and many more. 

b) It is based on algorithms that have survived extensive public review and are considered 

extremely secure. 

E.g.) RSA, DSS and Diffie-Hellman for public key encryption, CAST-128, IDEA, 3DES for 

conventional encryption, SHA-1for hash coding. 

c) It has a wide range of applicability from corporations that wish to select and enforce a 

standardized scheme for encrypting files and communication. 

d) It was not developed by nor is it controlled by any governmental or standards organization. 

3. Why E-mail compatibility function in PGP needed? 

Electronic mail systems only permit the use of blocks consisting of ASCII text. To 

accommodate this restriction PGP provides the service converting the row 8- bit binary stream to 

a stream of printable ASCII characters. The scheme used for this purpose is Radix-64 

conversion. 

4. Name any cryptographic keys used in PGP? 

a) One-time session conventional keys. 

b) Public keys. 

c) Private keys. 

d) Pass phrase based conventional keys. 
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5. Define key Identifier? 

PGP assigns a key ID to each public key that is very high probability unique with a user ID. 

It is also required for the PGP digital signature. The key ID associated with each public key 

consists of its least significant 64bits. 

6. List the limitations of SMTP/RFC 822? 

  SMTP cannot transmit executable files or binary objects. 

 It cannot transmit text data containing national language characters. 

 SMTP servers may reject mail message over certain size. 

 SMTP gateways cause problems while transmitting ASCII and EBCDIC. 

 SMTP gateways to X.400 E-mail network cannot handle non textual data included in 

X.400 messages. 

7.  Define S/MIME? 

Secure/Multipurpose Internet Mail Extension(S/MIME) is a security enhancement to the MIME 

Internet E-mail format standard, based on technology from RSA Data Security. 

8. What are the headers fields define in MIME? 

 MIME version. 

 Content type. 

 Content transfer encoding. 

 Content id. 

 Content description. 

9. What are the key algorithms used in S/MIME? 

 Digital signature standards. 

 Diffi Hellman. 

 RSA algorithm. 

10. Give the steps for preparing envelope data MIME? 

 Generate Ks. 

 Encrypt Ks using recipient’s public key. 

 RSA algorithm used for encryption. 

 Prepare the ‘recipient info block’. 
 Encrypt the message using Ks. 

11. What are the function areas of IP security? 

 Authentication 

 Confidentiality 

 Key management. 

12. Give the application of IP security? 

 Provide secure communication across private & public LAN. 

 Secure remote access over the Internet. 

 Secure communication to other organization. 

13. Give the benefits of IP security? 

 Provide security when IP security implement in router or firewall. 

 IP security is below the transport layer is transparent to the application. 

 IP security transparent to end-user. 

 IP security can provide security for individual user. 
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14. What are the protocols used to provide IP security? 

 Authentication header (AH) protocol. 

 Encapsulating Security Payload (ESP) protocol. 

15. Specify the IP security services? 

 Access control. 

 Connectionless integrity. 

 Data origin authentication 

 Rejection of replayed packet. 

 Confidentiality. 

 Limited traffic for Confidentiality. 

16. What do you mean by Security Association? Specify the parameters that identifies the 

Security Association? 

 An association is a one-way relationship between a sender and receiver that 

 affords security services to the traffic carried on. 

 A key concept that appears in both the authentication and confidentiality 

 mechanism for IP is the security association (SA). 

 A security Association is uniquely identified by 3 parameters: 

 Security Parameter Index (SPI). 

 IP Destination Address. 

 Security Protocol Identifier. 

17. What do you mean by Reply Attack? 

A replay attack is one in which an attacker obtains a copy of an authenticated packet and later 

transmits it to the intended destination. Each time a packet is send the sequence number is 

incremented in the counter by the sender. 

18. General format of IPsec ESP Format? 

 
19. List the steps involved in SSL record protocol? 

 SSL record protocol takes application data as input and fragments it. 

 Apply lossless Compression algorithm. 

 Compute MAC for compressed data. 

 MAC and compression message is encrypted using conventional algorithm. 
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Unit-V ( 2 marks Questions with answer) 

1. List the classes of intruders 

Masquerader: An individual who is not authorized to use the computer and who penetrates a 

system’s access controls to exploit a legitimate user’s account 

Misfeasor: A legitimate user who accesses data, programs, or resources for which such access is 

not authorized, or who is authorized for such access but misuses his or her privileges 

Clandestine user: An individual who seizes supervisory control of the system and uses this 

control to evade auditing and access controls or to suppress audit collection. 

2. What are the ways to protect a password file? 

The password file can be protected in one of two ways: 

One-way function: The system stores only the value of a function based on the user’s password. 

When the user presents a password, the system transforms that password and compares it with 

the stored value. In practice, the system usually performs a one-way transformation (not 

reversible) in which the password is used to generate a key for the one-way function and in 

which a fixed-length output is produced. 

Access control: Access to the password file is limited to one or a very few accounts. 

3. Write about the approaches to intrusion detection 

A. Statistical anomaly detection: Involves the collection of data relating to the behavior of 

legitimate users over a period of time. Then statistical tests are applied to observed behavior to 

determine with a high level of confidence whether that behavior is not legitimate user behavior. 

i. Threshold detection: This approach involves defining thresholds, independent of user, for the 

frequency of occurrence of various events. 

ii. Profile based: A profile of the activity of each user is developed and used to detect changes in 

the behavior of individual accounts. 

B. Rule-based detection: Involves an attempt to define a set of rules that can be used to decide 

that a given behavior is that of an intruder. 

i. Anomaly detection: Rules are developed to detect deviation from previous usage patterns. 

ii. Penetration identification: An expert system approach that searches for suspicious behavior. 

4. What is an audit record? 

  

www.rejinpaul.comwww.rejinpaul.com

Download Useful Materials from Rejinpaul.com



 Unit V (Two Marks with Answers) 

 

Prepared By: Karthic.S, AP/IT, ACET 

 

A fundamental tool for intrusion detection is the audit record. Some record of ongoing activity 

by users must be maintained as input to an intrusion detection system. Each audit record contains 

the following fields 

Subject   Action    Object 

Exception-Condition  Resource-Usage  Time-Stamp 

5. What is the purpose of salt in password protection? 

The salt serves three purposes: 

 It prevents duplicate passwords from being visible in the password file. Even if two users 

choose the same password, those passwords will be assigned at different times. Hence, 

the “extended” passwords of the two users will differ. 

 It effectively increases the length of the password without requiring the user to remember 

two additional characters. Hence, the number of possible passwords is increased by a 

factor of 4096, increasing the difficulty of guessing a password. 

 It prevents the use of a hardware implementation of DES, which would ease the difficulty 

of a brute-force guessing attack. 

6. List the strategies to select a password 

 User education 

 Computer-generated passwords 

 Reactive password checking 

 Proactive password checking 

7. Define virus 

A virus is a piece of software that can “infect” other programs by modifying them; the 

modification includes a copy of the virus program, which can then go on to infect other 

programs. 

8. Define worm 

A worm is a program that can replicate itself and send copies from computer to computer across 

network connections. Upon arrival, the worm may be activated to replicate and propagate again. 

In addition to propagation, the worm usually performs some unwanted function. 

9. What are the parts of virus? 

A computer virus has three parts 

 Infection mechanism: The means by which a virus spreads, enabling it to replicate. The 

mechanism is also referred to as the infection vector. 

 Trigger: The event or condition that determines when the payload is activated or delivered. 

 Payload: What the virus does, besides spreading. The payload may involve damage or may 

involve benign but noticeable activity. 
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10. What are the four phases of virus? 

Dormant phase: The virus is idle. The virus will eventually be activated by some event, such as 

a date, the presence of another program or file, or the capacity of the disk exceeding some limit. 

Not all viruses have this stage. 

Propagation phase: The virus places a copy of itself into other programs or into certain system 

areas on the disk. The copy may not be identical to the propagating version; viruses often morph 

to evade detection. Each infected program will now contain a clone of the virus, which will itself 

enter a propagation phase. 

Triggering phase: The virus is activated to perform the function for which it was intended. As 

with the dormant phase, the triggering phase can be caused by a variety of system events, 

including a count of the number of times that this copy of the virus has made copies of itself. 

Execution phase: The function is performed. The function may be harmless, such as a message 

on the screen, or damaging, such as the destruction of programs and data files. 

11. Write about activity traps. 

Third-generation programs are memory-resident programs that identify a virus by its actions 

rather than its structure in an infected program. Such programs have the advantage that it is not 

necessary to develop signatures and heuristics for a wide array of viruses. Rather, it is necessary 

only to identify the small set of actions that indicate an infection is being attempted and then to 

intervene. 

12. What are the types of virus? 

Parasitic virus 

Memory-resident virus 

Boot sector virus 

Stealth virus 

Polymorphic virus 

File infector 

Macro virus 

Encrypted virus 

13. Write about heuristic scanners 

Heuristic scanner uses heuristic rules to search for probable virus infection. One class of such 

scanners looks for fragments of code that are often associated with viruses. For example, a 

scanner may look for the beginning of an encryption loop used in a polymorphic virus and 

discover the encryption key. Once the key is discovered, the scanner can decrypt the virus to 

identify it, then remove the infection and return the program to service. 

14. What is a firewall? 

A firewall forms a barrier through which the traffic going in each direction must pass. A firewall 

security policy dictates which traffic is authorized to pass in each direction. 
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A firewall may be designed to operate as a filter at the level of IP packets, or may operate at a 

higher protocol layer. 

15. List the characteristics of firewall 

1. All traffic from inside to outside, and vice versa, must pass through the firewall. This is 

achieved by physically blocking all access to the local network except via the firewall.  

2. Only authorized traffic, as defined by the local security policy, will be allowed to pass. 

Various types of firewalls are used, which implement various types of security policies, as 

explained later in this chapter. 

3. The firewall itself is immune to penetration. This implies the use of a hardened system with a 

secured operating system. Trusted computer systems are suitable for hosting a firewall and often 

required in government applications. 

16. What are the types of firewall? 

Packet Filtering Firewall 

Stateful inspection firewall 

Application proxy firewall 

Circuit-level proxy firewall 

17.  What is a baston host? 

A bastion host is a system identified by the firewall administrator as a critical strong point in the 

network’s security. Typically, the bastion host serves as a platform for an application-level or 

circuit-level gateway 

18. What are the characteristics of baston host? 

 The bastion host hardware platform executes a secure version of its operating system, making 

it a hardened system. 

 The bastion host may require additional authentication before a user is allowed access to the 

proxy services. 

 Each proxy is configured to support only a subset of the standard application’s command set. 

 Each proxy is configured to allow access only to specific host systems. 

 Each proxy maintains detailed audit information by logging all traffic, each connection, and 

the duration of each connection 

 Each proxy module is a very small software package specifically designed for network 

security. 

 Each proxy is independent of other proxies on the bastion host. 

 A proxy generally performs no disk access other than to read its initial configuration File 

 Each proxy runs as a non privileged user in a private and secured directory on the bastion 

host. 
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19. What is a digital immune system? 

 The digital immune system is a comprehensive approach to virus protection developed by and 

subsequently refined by Symantec. n. In response to the threat posed by these Internet-based 

capabilities, IBM has developed a prototype digital immune system. This system expands on the 

use of program emulation discussed in the preceding subsection and provides a general purpose 

emulation and virus-detection system. The objective of this system is to provide rapid response 

time so that viruses can be stamped out almost as soon as they are introduced. When a new virus 

enters an organization, the immune system automatically captures it, analyzes it, adds detection 

and shielding for it, removes it, and passes information about that virus to systems running IBM 

AntiVirus so that it can be detected before it is allowed to run elsewhere  

20. What is meant by a trusted system? 

A trusted system is a computer and operating system that can be verified to implement a given 

security policy. Typically the focus of the trusted system is data access control. A policy is 

implemented that dictates what objects may be accessed 

21. What is Trojan horse? 

A Trojan horse1 is a useful, or apparently useful, program or command procedure containing 

hidden code that, when invoked, performs some unwanted or harmful function. Trojan horse 

programs can be used to accomplish functions indirectly that an unauthorized user could not 

accomplish directly. For example, to gain access to the files of another user on a shared system, a 

user could create a Trojan horse program that, when executed, changes the invoking user’s file 

permissions so that the files are readable by any user. 
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